HILLSTONE

Komplexni bezpecnostni portfolio
S umélou inteligenci

Za bezkonkurencni ceny
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Kdo je Proficomms?

Je hlavni distributor produkt( Hillstone
Certifikovany obchodni a technicky tym
Projektova podpora

Technicka podpora 8x5 ZDARMA
Technicka skoleni pro zakazniky
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ProcC Hillstone?

e Bohata NGFW funkcionalita

* |IPS, Anti-virus, Anti-spam a dalsi

e StoneShield

e Advanced Threat detection
 Abnormal Behaviour detection
* Hillstone korelacni engine

* Intuitivni GUI
* Naklady na 3 az 5 let podstatné nizsi nez u konkurence

* Next Business day dodani za 3,6% z koncové ceny
* VPN licence ZDARMA
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Centralized

Management i

CloudView
Cloud Security Monitoring & Analytic

PERIMETER PROTECTION
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S-Series
Network Intrusion
Prevention System (NIPS)

StoneShield Sandbox

HSM/vVHSM
Hillstone Security Management Platform

BREACH PREVENTION DATA CENTER PROTECTION

T-Series
Intelligent Next-Generation
Firewalls (iNGFW)

X

HSA/VHSA
Hillstone Security Audit Platform

CLOUD PROTECTION

CloudEdge
Security Solution for Network
Function Virtualization (NFV)
and Virtual Public Cloud (VPC)
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I-Series CloudHive
Server Breach Detection ; Micro-segmentation for
System (sBDS) X-Serles ; Virtualized Data Centers
Data Center Next-Generation
Firewalls
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Intrusion Anti-Virus URL Anti-Spam IP Botnet C&C
Prevention Filtering

Reputation Prevention



Next Generation funkcionalita

* Chrani proti neustale pribyvajicim a sofistikovanéjsim hrozbam
* Intrusion Prevention System (IPS)
* Anti-Virus
* Cloud Sandbox
* |P reputace
e URL filtrovani
* Botnet C&C Prevence
* Anti-spam (T-série, dedikovany IPS, BDS)
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Proti cemu dokaze ochranit?

* Hrozby ukryté v zasifrované SSL komunikaci
* Hrozby ukryté v .exe, .zip .rar a jinych souborech
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Pokrocila detekce hrozeb / analyza chovani

e U T-série, dedikovaného IPS a Breach Detection system (BDS)
* Advanced Threat Detection

* Advanced Behaviour Detection

* Threat Correlation Engine
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Korelacni engine mezi moduly
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Cloud
Analytics . Hillstone Threat Correlation Analytics Engine
Anti-
pam
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Je nutné chranit sit i po pr

Pre-Breach

Anti-Spam Intrusion

Prevention Reputation

URL

Filtering Anti-Virus
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Anti-Virus Botnet C&C

Prevention

Sandbox StoneShield




Security Effectiveness and Values

Porovnani celkove ceny a hodnoty vyrobku

Total Cost of Ownership for the Whole Life Span
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Total Cost of Ownership for the Whole Life Span
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Srovnani cen za licence—3 a 5 let

* Naklady na udrzitelnost na 3 a 5 let podstatné nizsi

NGFW funkcionalita — 1 ROK 100 % 100%
NGFW funkcionalita — 3 ROKY 141% 192% 0 51% drazsi
NGFW funkcionalita — 5 LET 215% 292% 0 77% drazsi
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Hillstone vs Konkurence

* Cisco ASA
* Nepodporuje GRE

* Pri konfiguraci Next Generation funkcionality se musi prechazet do jiného
konf.prostredi (Firepower)

* Inteligentni analyza provozu a hrozeb v siti neni tak vyvinuta
* Pod 10G modely nema moznost redundantniho zdroje

* Fortinet
e Dualni zdroje az od FW — 20 Gbps

VvV /

 Nema odolnost proti prepéti
* Nizky vykon IPS funkcionality
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* Sophos
* Nizky vykon Next Generation funkcionality
* Nizky pocet intefacu ( 4x misto minimum 8x u Hillstone)
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» Zablokuje pouze 93,3% hrozeb podle NSS Lab reportu (Hillstone 99%)

* Watchguard
* Bezp. efektivita pouze 87,7%
* Cena $18 na 1 Mbps vykonu ( Hillstone S6), NSSLab report
Slabé pokryti stredni tfidy (Mezi 8 Gbps FW a 20 Gbps FW neni Zzadny model)
Nad 60 Gbps zadny FW
NizSi pocCet soubéznych spojeni
Nizky pocet VPN tunelu
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Porovnavani parametru firewalll

Hillstone E1700 vs Fortigate FG-50E vs ASA 5508

FW propustnost 1,5 Gbps 2,5 Gbps 1 Gbps

IPS propustnost 600 Mbps 350 Mbps 250 Mbps

NGFW propustnost 450 Mbps 220 Mbps 250 Mbps
';:\;Eii:)r:‘::tection 400 Mbps 160 Mbps

IPsec propustnost 700 Mbps (1400 byt() 90 Mbps (512 bytl) 175 Mbps (1024 bytd)

*Testovano pod stejnymi parametry paketd -> dohledatelné v datasheetech
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Skoleni a seminare

* Moznost individualniho zaskoleni vasich technikd na miru

* Pravidelny IT Security seminar
* Teoreticka cast
* Prakticka cast - workshop
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T Security seminar - jak zabezpecit podnikovou sit

Jednodenni seminar je urcen zejména pro IT manaZery, systémové integratory a sitove specialisty, kterych se tyka
zabezpeceni podnikovych siti €i datovych center.

Uvodem se zaméfime na novinky v sitové bezpecnosti a na to, co se v této oblasti udalo v roce 2019. Po ob&dé bude
nasledovat technicka ¢ast, kde se zaméfime na praktické ukazky a kombinace Fedeni vyrobcl Hillstone a Juniper
Networks. Probereme moZnosti nasazeni formou pripadovych studii a nabidneme porovnani s kankurenénimi
znackami.

Datum: 27.2.2020

€as: od 9:00 do 16:00 hod.

Misto: Brno, Skolici centrum PROFlcomms

Cena: pro pozvané afastniky zdarma

Kapacita: 15

Poznamka: Pro Ucastniky seminafe je zajisténo v prabéhu celého dne obéerstveni a obéd.

a




Tiketovaci systém Proficomms s.r.o.

dows Internet Explorer

D

ata - Tech-Support system
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Sledovani [T Karel vilim

I~ Pavol Cachovan
™ Tomas Valkevsky

I Matous Novatny
7 Rasto Drave
I Vaclav Hzuser

I Milog Mindek T Miroslav Cajka
I Roman Stemberk " Stanislav Pach

Registrace na:
https://support.proficomms.cz/
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Bretislav Sobek

Obchodni & produktovy manazer
PROFlcomms, s.r.o.

Olomoucka 91, 627 00 Brno
Czech Republic

tel.: +420 548 210 406 kl. 211
GSM: +420 736 625 811
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