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Je levnéjsi FeSeni opravdu levnéjsi? Hillstone

AN

* Prvotni investice
* Pravdepodobnost utoku

* naklady spojene s
provozem/udrzbou
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Nejéastéjsi davody ttoku Hillstone
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 [nterné dulezita data
« Kradez pristupu
« Sifrovani dat
* Vydirani

» Externe zajimava data

Kradez know-how
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Jak Utokam predchazet Hillstone
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* Pravidelné skoleni 2
* Umet identifikovat hrozby ‘
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Zabezpeceni site 25
DDoS attack Brute force attack Vulnerability Botnet C&C \EWEE XSS attack
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Nase reseni na Vase potize

 Hillstone networks
 Vlastni hardware a software architektura

* Prvovyrobce s hromadou oceneni
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Portfolio Hillstone
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iSource HSM/VHSM HSA/NVHSA CloudView
Hillstone Security Operation Platform Hillstone Security Management Platform Hillstone Security Audit Platform Cllane) ey iy & Areliies
XDR & SOAR Central management/SD-WAN controller Log management Alarhiel e <= sl waaliRiion
(on-premise software) (virtual/hardware) (virtual/hardware) ( cloud)
EDGE PROTECTION CLOUD PROTECTION BREACH PREVENTION APPLICATION PROTECTION
NGFW <> CloudArmour
Next-Gen Firewall (NGFW) Cloud Workload Protection Platform @ °3§€’
Intel QAT . ’ Kubernetes protection S5 RS
(on-premise software)
- vBDS ADC vADC
DCFW : CloudHive Application Delivery Controller (ADC)
Data Center NGFW L Micro-segmentation Solution Breach Detection System (BDS) (virtual/hardware)
Modularity - - Private cloud — VMware vSphere, NTA/NDR with machine learning, anomaly
NSX-T, NSX-V etc detection
NIPS (on-premise software) (virtual/hardware) . \ (Eé‘)
Network intrusion Prevention Cloud Edge ] - ]
VWAF
i?/steénb(NlPS) , @ Virtual NGFW Solution
2 BRIl [l Virtual, VPC, Public cloud Web Application Firewall (WAF)

(virtual/hardware)
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CWPP Micro-Segmentation

©)

ZTNA SD-WAN XDR NDR
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Portfolio

ISource

Hillstone Security Operation Platform
XDR & SOAR
(on-premise software)

EDGE PROTECTION

A ...

Next-Gen Firewall (NGFW)
Intel QAT

DCFW
Data Center NGFW
Modularity

NIPS

Network intrusion Prevention
System (NIPS)

Al and better prevention

ZTNA

| Integrative Cyber Security

HSM/VHSM

Hillstone Security Management Platform
Central management/SD-WAN controller
(virtual/hardware)

CLOUD PROTECTION

CloudArmour

Cloud Workload Protection Platform
Kubernetes protection
(on-premise software)

CloudHive

Micro-segmentation Solution
Private cloud — VMware vSphere,
NSX-T, NSX-V etc

(on-premise software)

CloudEdge

Virtual NGFW Solution
Virtual, VPC, Public cloud

XDR

HSA/VHSA

Hillstone Security Audit Platform
Log management
(virtual/hardware)

BREACH PREVENTION

e

vBDS

Breach Detection System (BDS)
NTA/NDR with machine learning, anomaly
detection
(virtual/hardware)

NDR

Hillstone
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CloudView

Cloud Security Monitoring & Analytics
Monitoring + mobile application

( cloud)

APPLICATION PROTECTION

ADC vADC
Application Delivery Controller (ADC)

%
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WAF VWAF

Web Application Firewall (WAF)
(virtual/hardware)
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CWPP Micro-Segmentation
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Moznosti Next Gen Firewallu
* Intuitivni a jednoduché GUI

* VPN ->|PSec /SSL/ZTNA

* Podpora 2 fazového oveéreni

Hillstane
“
* Next Gen funkce
Intrusion URL Anti-Spam
Prevention Reputatlon Filtering
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Anti-Virus Cloud

Sandbox

Botnet C2
Prevention
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NGFW A Series Hillstone
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NGFW A Series Hillstone
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Vyuziti BDS v siti

* Monitoring chovani v siti

* Detekce anomalii

* Machine learning
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M onitor

Threat
Detection

Abnormal
Behaviors

Unknown
Threats

Hillstane

T W OR K S

Threat
Hunting

Deep
Visibility
‘ ‘

Risks/Threats/ Attack chain
Traffic analysis
Threat Details Rich forensics
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Prehled modulti v BDS Hillstorie

Monitoring serverovych hrozeb Monitoring provozu sité Analyza hrozeb

Monitoring zranitelnosti

Valnerabiity Honor
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dillstone
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Risk Assessment

Server Server

Endpoint

Threat Traffic

Threat Event

Hot Intelligence Monitor Detection Period
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Last 14 Days

Security Analysis Incident Response System Monitor Log & Report Configuration Management

Abnormal Traffic Type Abnormal
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Jistoty s Proficomms a Hillstone Hillstone

AN

Kratka doba dodani a stabilni

ceny Jednoduchy Management

Levnéjsi naklady na budouci
obnovovani licenci

Komplexni reseni
zabezpeceni

0 reklamovanych boxti za 10 @
let spoluprace D

Technicka podpora a Skoleni
v Ceském jazyce
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Pavel Kabelka

kabelka@proficomms.cz
+420 736 625 760

Libor Nedelka

nedelka@proficomms.cz
+420 736 627 027
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