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Rychlost adopce hackerskych skupin na nové zranitelnosti

Hackers use PoC exploits in attacks 22 minutes after release

How Fast Hackers Innovate
17% of Exploits first used in 1 day of Publication

' More than 4 days CVE-2024-27198 Vulnerability Timeline | March 4th

F d | 14:00 UTC 19:23 UTC
&
our ays orless Jetbrains releases Rapid7 shares a blog, including
Teamcities 2023.11.4 update proof-of-concept exploitation
14.03% 0 ——
® Two days
14:59 UTC 19:45 UTC
Jetbrains publicly discloses Cloudflare observes
CVE-2024-27198 attempted exploitation
® One day

S O N | CWA L L gg:;f:lhae':’u\aff:; goazt: \ CVE exploitation speed

Source: Cloudflare

Zdroj : Sonicwall



Realné dopady na reputaci kvuli heslu

mcdonalds @

303 51M 550
posts followers following

McDonald’'s

@ mcdonalds

Sorry mah nimma you have just been rug pulled by
India_X_Kr3w thank you for the $700,000 in Solana =&

Follow Message Text +2

@ Guillaume Huin @ @

@HuinGuillaume

Yesterday morning, my account was taken over by a third party for a few
hours. | want you all to know that none of what was posted, liked,
commented or sent as DMs during that time was from me. The issue is
now resolved. | want to thank the many friends and partners who have

reached out to show support and help us solve the situation. It means
the world to me. @

11:32 PM - Aug 22, 2024 - 46.4K Views




Redlné technické dopady kvuli heslu

RIPE Account Hacking Leads to
Major Internet Outage at Orange
Spain

Orange Spain’s internet went down for several hours after its RIPE account was hacked, likely
after malware stole the credentials.

- By Eduard Kovacs
\\ 4| , January 4, 2024
b

dl'S TECHNICA

)RS —

A “ridiculously weak” password causes
disaster for Spain’s No. 2 mobile carrier

COMEDY O.

BGP tampering caused by poor security hygiene causes major outage for Orange
Espafia.

DAN GOODIN - 1/5/2024, 1:01 AM

Enlarge

Orange Spain customers were unable to access the internet for several hours on
January 3 as a result of a hacker attack that appears to have involved credentials
stolen by malware.

Orange Espania, Spain’s second-biggest mobile operator, suffered a major outage on Wednesday after
an unknown party obtained a “ridiculously weak” password and used it to access an account for
managing the global routing table that controls which networks deliver the company’s Internet traffic,
researchers said.
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NEWS BRIEF

Volkswagen Group experienced a data breach last month, exposing sensitive
personal information of roughly 800,000 electrical vehicle owners across its
brands, including Volkswagen, Audi, Seat, and Skoda.

Initially reported by German publication Speigel, the breach has been attributed
to an Amazon cloud storage system misconfiguration, which is managed by
software subsidiary Cariad. The group reportedly left personal and location
data openly accessible online for months on end, prompting the breach.

The anonymous hacker who discovered the breach reported it to Chaos
Computer Club (CCC), a well known organization of ethical hackers in Europe.
The CCC tested the open, insecure access before informing Cariad and
Volkswagen.

The data exposed in the breach includes vehicle location information such as
when EVs were switched on and off, along with location data, email addresses,
phone numbers, and home addresses of car owners.

Redlné dopady na reputaci kvuli Supply chain

800,000 EV drivers’ data exposed in Volkswagen
breach

Article by Gadjo Sevilla
Jan 2, 2025

N S

The news: Cariad, a Volkswagen subsidiary, leaked the personal data of
800,000 VW, Audi, Seat, and Skoda EV drivers. The leak included precise
location data for 460,000 cars and personal information.

It's the latest setback to EV and connected car adoption, revealing how
technology-dependent vehicles collect far too much personal data—which some
security experts see as a privacy nightmare.

A bad start to VW’s EV pivot: This incident compounds VW’s challenges that
already include sluggish EV sales and its recovery from the 2015 Dieselgate
scandal.

= The leak, stored unencrypted on Amazon Web Services (AWS) cloud servers, was
widely accessible for months and affected EV owners including German
politicians, business leaders, and the Hamburg police, per Der Spiegel.

= The data included driver names, contact details, emails, phone numbers, addresses,
and even records of when and where EVs were switched on and off.

= There is no evidence the leak was exploited, and Cariad assured EV owners that no
action is needed to protect their data.

= The breach may challenge consumer trust in Volkswagen'’s digital offerings.
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Realné problémy kvuli Supply chain — FVE

VULNERABILITIES

We cataloged 93 previous vulnerabilities on solar power and analyzed trends:

There's an average of over (1 5%)

10 new vulnerabilities
disclosed per year in the past

3 years

Relatively few
vulnerabilities (15%) affect
solar inverters directly

32%
have a CVSS score of 9.8 or 10 which

generally means an attacker can take
full control of an affected system

O, .
" | 80 A’ . The most affected ‘—< 3% solarmenttors
oo . of those have a hlgh components are: 25% cloud backends

or critical severity

FOREIGN-MADE

Due to growing concerns over the dominance of foreign-made solar power
components, we analyzed their common countries of origin:

The second and third most

(@) 53% common countries of origin 589, ofstorage system
= T for components are: Hbermeniorng
I I:[j bman:ffactéur:?rs alrc 9 ) © India 20% system manufacturers
ased in China
@/- are based in the same country
NEW VULNERABILITIES

We analyzed six of the top 10 vendors
of solar power systems worldwide:

@ Huawei @ Sungrow @ Ginlong Solis
@ Growatt @ GoodWe @ SMA

@ Some vulnerabilities also allow
7) attackers to hijack other smart
. devices in users' homes

We found 46 new vulnerabilities affecting
different components in three vendors:
Sungrow, Growatt and SMA.

@ Sungrow @ Growatt € SMA

These vulnerabilities enable
scenarios that impact grid
stability and user privacy

Zdroj : Forescout Technologies

Vendor Market share Selected for analysis?
Huawei 29% Yes

Sungrow 23% Yes

Ginlong Solis 8% Yes

Growatt 6% Yes

GoodWe 5% Yes

SMA 3% Yes

# Vendor Summary results

1 Huawei No issues found in limited analysis

2 Sungrow Possible takeover of devices and data leak

3 Ginlong Solis No issues found in limited analysis

4 Growatt Possible takeover of accounts and devices and data leak
5 GoodWe No issues found in limited analysis

6 SMA Remote Code Execution on the cloud platform
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Kdo je skutecny cil?

Vas
dodavatel
Vase

spolecnost

Vas
zakaznik

elis consulting



Globalni analyza kybernetickych rizik

Zdroj : Check Point Software Technologies, Cyber Security Report 2023
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NejCastéji zneuzivané typy souboru

Files used in Cyber Attacks
80k of Malicious files were HTML-based files

HTML\PHP B
80.106K 45.375K

Archive
51.857K

; | “Son‘ic»'/v.all Threa ala
S O N I CWA L L Published March 2025
Zdroj : Sonicwall A
N
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Hesla a jejich dnesni bézny stav

Stolen Complex Passwords Top Stolen Passwords Common Password Length

Admin123 passes complexity rules at most firms 3.7M still use “123456” as their password 189M stolen passwords are 8 characters
Admin123 Abcd@1234 123456 3.7m 8 characters _
P@sswOrd Demo@123 admin 1.9m 10 characters [[D
Aa@123456  Password@123 || 12345678 1.5m 9 characters [
Pass@123 India@123 password 558k 11 characters
Aa123456@ Password 474K 12 characters

SPECQPS P mvancdwaron soot | |SPEC @PS PR mtaned waron a0t | |SPEC @P'S B P ublished March 2025

Zdroj: Specops Weak Password Report, brezen 2025



E Nejtypictéjsi kyberhrozby
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E Nejcastejsi naruseni a vyuziti zranitelnosti

Cyber Security Breaches

46% of firms experienced Phishing in the past year

Phishing
Malware

Stolen Credentials

18%
18%

Denial of Service

Ransomware

DARK () informa

i 160 IT Pro’s at orgs with >100 staff
READING 2rcd

Published February 2024

Phishing Vulnerability
51% of Big Health Firms are at risk of Phishing

SMALL MEDIUM LARGE
1-249 250-999 1,000+
0
i
Pharmaceuticals
38.83% )
Healthearo

48.8%
Pharmaceuticals

Insurance
?6.2% 47.8%
onsuiting

Energy & Utilities

? 34.7%
Healthcare &
Pharmaceuticals

32.4%

Edecation

0
d 39.7%

g 321.2%

Hospitality

54M Simulated Phishing Tests in 19 Countries
Published December 2024

KnewBe4
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E Page hijacking u Al

Varovani pred EditProAl

- & EdnfroAl - Fhoto, Image Video Ecitor -
. . < P - A —
- 7 U B8 editproai pe Ca W7 & >, =)

Features Tools Pricing FAQ  Testimonial EN v LOGIN 2

Create as in your dreams

EditProAl - edit and generate Photos/Images/Videos in a familiar chat form. Don't spend hours

es. We're 10x faster than manual editin

’

GET NOW - .

We use cookies to improve your experience

Learn more in our

ACCEPT ALL ®




I3 Ransomware — Data od Sophos z roku 2024

Root Causes of Ransomware Attacks

99% of arganizations hit by ransomware were able to identify the root cause of the
attack, with exploited vulnerabilities the most commonly identified starting point
for the second year running. Overall, the running order remained consistent with our
2023 study.

Ermnail-based approaches were identified as the root cause of attack by 34% of
respondents, with around twice as many starting with a malicious email [ie., a
message with a malicious link or attachment that downloads malware] as phishing
(i.e., a message designed to trick readers into revealing information). It's warth
noting that phishing is typically used to steal log-in details and as such can be
considered the first step in a compromisaed credentials attack.

. 32%
Exploited vulnerability 8%
2a%
- 23%
Malicious email 168
Phishing == 19%
3%
Brute force attack - 3%
1%
Download ' 1%

0% 5% 10% 15% 20% 25% 30% 35% H0%

Percentage of attacks
W 2o2q M 2023
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I3 Ransomware — Data od Sophos z roku 2024

Recovery Time

The time taken to recover from a ransomware attack is getting steadily longer. Our
2024 research revealed:

+ 35% of ransomware victims are fully recovered in a week
or less, down from 47% in 2023 and 52% in 2022

+ One third [(34%) now take more than a month to recover,
up from 24% in 2023 and 20% in 2022

This slowdown may reflect the increased complexity and severity of attacks,
necessitating greater recovery work. It may also indicate a growing lack of recovery
preparation.

39% 39%

29% 30%
26% 27% 27%
18%
16%
14%
8% 8%
T B
I l - .
Less than a day Up to a week Up to 1 month 1-3 months 3-8 months

Time to recover from the attack
2022 (n=3,702) W 2023 (n=1,974) W 2024 [2,974)
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Infostealery cili na VPN, Crypto, Hesla, Klienty, Cookies

DATA LEAK DATA BREACH
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Bezpecnostni doporuceni — Aktualizace

Neodkladejte aktualizace jakychkoliv vami pouzivanych operacnich systémd a aplikaci (SW),
stejné tak fyzickych zarizeni HW, pokud vyrobce vyda bezpecnostni opravu.
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Bezpecnostni doporuceni

Neodkladejte aktualizace jakychkoliv vami pouzivanych operacnich systému a aplikaci (SW), stejné
tak fyzickych zarizeni HW, pokud vyrobce vyda bezpecnostni opravu.

2024 Known Exploited Vulnerabilities by Major Networking Vendors

Source: VulnCheck KEV (Year-to-Date)
M ivanti [lio-Link i Cisco [lFortinet [ Citrix I Sonicwall [l Palo Alto Networks [IF5

Cisco

0
>
w
X

Q
2
e
k-

|

£
=]

O

- Citrix
Fortinet

Sonicwall
—
Palo Alto

F5
Oct Nov Dec

@ VulnCheck




EJ Stav nzkB v CR

Snémovni tisk 759
Vladni navrh zakona o kybernetické bezpecnosti - EU

Stav projednavdni ke dni: 7. dubna 2025

o Vysvétleni legislativniho procesu

Poslanecka snémovna Senat Prezident

O 00000

Predkladatel
l
!
l

PREDKLADATEL

Viada predlozila snémovné navrh zakona 25. 7. 2024.
Zastupce navrhovatele: predseda viady.

Zdroj : Poslanecké snémovna CR



EJ Stav nzkB v CR

POSLANECKA SNEMOVNA

O Navrh zakona rozeslan poslancim jako tisk 759/0 dne 25. 7. 2024.
Navrh zaevidovan v systému eKLEP pod ¢). OVA 68/24 PID ALBSCSSFKUTS.

Predsedkyné snémovny projednani zakona doporuéila 13. 8. 2024. Uréila zpravodaje: Petr Letocha a navrhla pfikazat k projednani vyboram: Vybor pro bezpeénost
(rozhodnuti €. 75)

©

Organizaéni vybor projednani navrhu zakona doporuéil 29. 8. 2024 (usneseni €. 296).
Navrhl Vybor pro bezpecnost jako garancni a navrhl piikazat k projednani daléimu vyboru: Hospodarsky vybor.

-

Cteni prob&hlo 17. 9. 2024 na 112. schiizi.
Navrh zakona pfikazan k projednani vyboram (usneseni & 1114).

o — Vybor pro obranu projednal navrh zakona a vydal 25. 9. 2024 usneseni dorucené poslanciim jako tisk 759/1 (prerusuje projednavani).
= Garan¢ni Vybor pro bezpeénost projednal navrh zakona a vydal 27. 9. 2024 usneseni dorucené poslancim jako tisk 759/2 (pieruiuje projednavani).

— Hospodarsky vybor projednal navrh zakona a vydal 27. 9. 2024 usneseni dorucené poslancim jako tisk 759/3 (prerusuje projednavani).
— Vybor pro obranu projednal navrh zakona a vydal 6. 11. 2024 usneseni doru¢ené poslancim jako tisk 759/4 (doporucuje schvalit).

— Hospodarsky vybor projednal navrh zakona a vydal 8. 11. 2024 usneseni doruc¢ené poslancim jako tisk 759/5 (preruiuje projednavani).
— Garanéni Vybor pro bezpeénost projednal navrh zakona a vydal 8. 11. 2024 usneseni dorutené poslancim jako tisk 759/6 (pferusuje projednavani).

— Hospodarsky vybor projednal navrh zakona a vydal 29. 11. 2024 usneseni doruc¢ené poslancim jako tisk 759/7 (pozmériovaci navrhy).
— Garanéni Vybor pro bezpeénost projednal navrh zakona a vydal 29. 11. 2024 usneseni doruc¢ené poslancim jako tisk 759/8 (pozmériovaci ndvrhy).

o 2. Cteni Navrh zakona prosel obecnou rozpravou 21. 1. 2025 na 127. schuzi.
Navrh zakona prosel podrobnou rozpravou 21. 1. 2025 na 127. schizi.
Podané pozménovaci navrhy zpracovany jako tisk 759/9, ktery byl rozeslan 22. 1. 2025 v 10:54.

e — \ybor pro bezpeénost vydal usneseni garanénino vyboru, které bylo 4. 4. 2025 doruéeno poslancim jako snémovni tisk 759/10 (stanovisko).

Zdroj : Poslanecké snémovna CR
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EJ Stav nzkB v CR

Snémovni tisk 759

Viadni névrh zékona o kybernetické bezpetnosti - EU Projednavani tisku navrzeno na porad 136. schize
(od 15. dubna 2025), ale prihlaseno zatim neni...

© Vusvétleni legislativniho procesu

136. schiize
K] PR -
® PS Poslanecka snémovna Senat Prezident "
3 Zakony
8 — - — - - .
=
3 L Vnidni ndvrh Gtavniho zskona. kierjm se mén{ Gstavni zikon 6. 1/1993 Sb. Ustava Ceské republicy. ve anén
T = pozsjSicn stavnich z8koni, a Ustavni 23kon 3. 110/1898 Sb.. o bezpainast Geské republiky. ve znén istavnino.
zakona &. 300/2000 Sb. jsnémovni tisk 2!
. 4 Vidnindurh zikona, Klerjm se méni zikon & 158/1890 Sb., o nékierjch podminkich podnikéni 3 o vjkonu néktenjch
PREDKLADATEL ™ &innosti v oblasti cestovniha ruehu, ve znéni pazdéjsich pfedpis, a dal2 souvissjiel zakony /sndmovn tisk 751/
,  Visdnindurh zskons, kterjm se ménf zékon & 37212011 Sb.. o zdravoinion siuibich a podminkcaon jefoh poskytovéni

Vlada predloZila snémovné navrh zakona 25. 7. 2024 {zakon o zdravotnich sluZbach), ve znéni pozdéjiich predpisl, a nékteré souvisejici zakony /snEmovni fisk 788/

Zastupce navrhovatele: predseda viady.

Névrh posiancii TomaZe Dubskéhe. Milady Voborské. Martiny Ochodnické. Jifho Havrinka 2 Jifihe Carbola na vyddni

14,
" zdkona, kterym se méni zakon & 128/2000 Sb., 0 obeich (obecni Zfizeni). ve znénl pozdéSich pledpisd, a dalii z5kony
v souvisiasti s padparou spoluprdoe abo! [snémaun| tisk &
POSLANECKA SNEMOVNA 47, Vidani néuh z3kona, klerjm se mni zdkon & 2432000 Sb., o rozpoitovém urdeni vyjnosd nakterjch dani Gzemnim
" samosoréwnym celkim 2 nikierjm stdinim fondim (zékon o razpodiovém ureni dani), ve znéni pozdéiEich pfedpisi /
snémovni r
0 Navrh zakona rozeslan poslancim jako tisk 759/0 dne 25. 7. 2024.
. - . - Vidani névrh zakona, ktery &ni zdkon &, 44812001 Sb. ivost, ve znéni pozadjSion pledpisil, a dalki
Navrh zaevidovan v systému eKLEP pod ¢j. OVA 68/24, PID ALBSCSSFKUTS. I it v ot o T © THSIOSE, v& EnSnl porasiEion predhist. 2 a5
F & snémovny projednani zakona doporuéila 13. 8. 2024 Uréila zpravodaje: Petr Letocha a navrhla pfikazat k projednani vybortim: Viybor pro bezpe&nost gp  Viédni ndwh zikona, Klenym se méni zékon & 206/2015 Sb.. o icksjch viroboich a zachdzeni s nimi a o
. == zmin néktenjen zékoni (z8kon o pyrotechnioe). ve znéni pazadjsicn preapisd, a dalkl souviseicl zkony fsnEmovni
(rozhodnuti & 75) fisk 708
PP N P - - - Vldni névrh zakona, kierym se méni zakon & 257/2001 Sb., o knihovnach a podminkach provozovani verejnjch
2z
o Organizaéni vybor projednani _navrhu zékona doporuéil 29. 8 202_4 (usneseni €. 296). 2 ihovnickich a i Enich shuZeb (knihovni zakon), ve znéni pozdéiEich pfedpisd, zakon & 37/1005 Sb.. o
Navrhl Vybor pro bezpeénost jako garancni a navrhl piikazat k projednan dal$imu vyboru: Hospodarsky vybor. neperiodicijich publixacich, ve znén pozaéjSich predpisti, a z3kon &, 46/2000 Sh. o prévech a povinnostech pii
“wydivni periodického fisku a o zméné nékterjch dalsich zakon{ (fiskovy zikon), ve znéni pozdéjsich predpist |
snémauni !

Cteni probéhlo 17 9 2024 na 112. schiizi.

Navrh zakona pFikazan k projednani vybordm (usneseni € 1114). pa  Vidni ndvih zikana, Klenjm se mé
‘souvisejici zékony snémovni

©

‘zdion &. 150/2002 $b., soudn{ Fad sprévn’, ve znéni pozdéjéich predpisd, 2 dalf

o — Vybor pro obranu projednal navrh zakona a vydal 25. 9. 2024 i dorucené p (m jako tisk 759/1 (pferusuje p Svani) g, Viidni ndurh zkona o vatupu 3 & (cizinecky zikon) Jsnémovn tisk
- bor pro bezpeénost projednal navrh zékona a vydal 27. 9. 2024 usneseni doruZené poslancim jako tisk 759/2 (pferuduje projednévani). o
- /bor projednal navrh zakona a vydal 27. 9. 2024 i cene (im jako tisk 759/3 (prerusue pi 3val Ly Viédni ndveh zdkans, Kerim s ménf zdkon 4. 477/2001 S5, @ abalech a o 2ménd nikarieh zdkon (z8kon o
= Vyber pro obranu projednal navrh zakona a vydal 6. 11. 2024 usneseni dorucené poslancim jako tisk 759/4 (doporucuje schvalit). "~ obalech). ve znéni pozdéjsioh predpist LS foi zékony jsnémaovn tisk 818/
— Hospodifsky_ vybor projednal ndvrh zikona a vydal 8. 1. 2024 dorucené p fako lisk 759/5 {p prof 4y Vidni ndurh zikons, kierjm se méni zdkon . 38112003 Sb., o sliebnim poméru piisiuénik] bezpeénosinich sbord, ve
— Garanéni Vybor pro bezpeénost projednal navrh zakona a vydal 8. 11. 2024 usneseni dorutené poslancim jako tisk 759/6 (pferuSuje projednavani). == znénl pozdijSich pedpisii. a dalsi ici zAkony /snémouni tisk 848/
— Hospodarsky vybor projednal navrh zakona a vydal 29. 1. 2024 usneseni dorucené poslancim jako tisk 759/7 (pozmériavaci navrhy).
-_— bor pro bezpeénost projednal navrh zakona a vydal 29. 11. 2024 usneseni dorucené poslancim jako tisk 759/8 (pozmériovaci navrhy). s :::':Z: .S:;:f.::ﬁ::g.;:ii:::'::;:j:'ﬂ?;. ﬁz’:‘::.’:::'f‘m“ 955/1001 56 0 Hmosienshém
o 2. Gteni Navrh zakona prosel obecnou rozpravou 2112025 na 127. schizi . tuam. poslanch Andr?lev Eab-\‘éz,'Aleie J‘m:hdky,vAl'eny i:\'ﬂ‘lerwv'é s dalli \’\:h'na vydéni zikona, klerjm se méni z3kan
Esu—. & 17/1805 Sb., o stéini sacidin podpofe, ve znénf pazdéiSich pledpisd fsnémaun! lisk 23
Navrh zakona prosel podrobnou rozpravou 21. 1. 2025 na 127. schizi
Podané pozménovaci navrhy zpracovany jako tisk 759/9, ktery byl rozeslan 22. 1. 2025 v 10:54. gy5  Mavh peslanch Radka Vendritka, Pavia Blazks, Petra Gazdika, Lucie Safrankové, Mariana Jureéky, Viastimila Vilka a
T daltioh na vyasn! zikona o zemsiyoh znacich a visjkdch snémoun tk 400/
o = Vybor pro bezpeénost vydal usneseni garancniho vyboru, které bylo 4. 4. 2025 doruceno poslancim jako snémowni tisk 759/10 (stanovisko). Lgg, Vidni néurh z8kona, Klerjm se méni zikon & 882012 Sb., obiiansky 23konik, ve znéni pozaéjSich predpisl,  dalki

‘souvisejief zakony /snémovn tis

Zdroj : Poslanecké snémovna CR
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https://www.psp.cz/sqw/ischuze.sqw?o=9&s=136&pozvanka=1

Regulace NIS2 dopadne pfimo na

10 000+
subjekti

Zz toho na
1009% ISP

Tyto subjekty budou zajistovat
kybernetickou bezpecnost ve dvou
rezimech a podle kriticnosti mohou mit i

povinnost resit tzv. Dodavatelsky retézec.

E Na koho dopadne nZKB vychazejici z NIS2

Na vyznamnou cast ostatnich
subjektti budou kladeny zvysené
naroky:

< Budou dodavat sluzby subjektiim
Strategicky vyznamnych sluzeb

< Budou dodavat sluzby regulovanym
subjektim

% Zakaznici budou vyZadovat aktualizace
smluv a definice ochrany proti
kybernetickym hrozbam

+» Zakaznici budou pozadovat vyssi SLA
na zajisténi sluzeb




Zaméstnanci

Podivate se pocet zaméstnancti
vsech propojenych podnikti s
ohledem na podily jednotlivych
skutecnych vlastnik

E Samoidentifikace regulovaného subjektu

Strategicka sluzba

Zjistite si, zda jste
Poskytovatelem Strategicky
vyznamné sluzby a budete tak
muset Fesit i Dodavatelsky

Fetézec
o . Registrace

Odveétvi ) Trzba/Rozvaha e Zaregistrujete se na Portalu
Jako poskytovatelé Podivate se na Trzbu a Bilancni NUKIB do 30 dné ode dne, kdy
elektronickych komunikaci sumu rocni rozvahy vsech zjistite, Ze jste spinili kritéria
spadate minimalné do nizsiho propojenych podniki, zda za Ihéita jé 90 dni od platnosti '
rezimu posledni 2 roky prevysila 10+ mil. nového Zakona o Kybernetické

Eu:' resp)ektive 50+mil Eur (43 Bezpe&nosti (nZKB)

mil. Eur
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E] Primérena bezpeénostni opatreni

Cena

dopady rizik naklady na opatfeni
akceptovatelné
naklady
pfiméfené Bezpecnost
bezpecnost

elis consulting



E Obsah NIS2 — Zakon nedefinuje technologie a vendory

FUR-Lex

Access to European Union law

NIS2 — Clanek 21

2. Opatfeni uvedend v odstavci 1 jsou zaloZena na pfistupu zohlednujicim vSechny druhy rizik, jehoz cilem je chranit
sité a informacni systémy a fyzické prostedi téchto systéma pred incidenty, a zahrnuji alespon:

a) politiku analyzy rizik a politiku bezpe¢nosti informacnich systémi;
b) Feseni incidenti;
¢) fizeni kontinuity provozu, jako je napiiklad sprdva zdlohovini a obnova provozu po havdrii, a krizové fizeni;

d) bezpecnost dodavatelského fetézce vietné bezpecnostnich aspektl tykajicich se vztahti mezi kazdym subjektem a jeho
piimymi dodavateli nebo poskytovateli sluzeb;

e) zabezpeceni pofizovdni, vyvoje a udrzby siti a informacnich systémd, véetné zvefejiovini zranitelnosti a jejich fedent;
f) politiky a postupy za ticelem posouzeni Gicinnosti opatfeni k fizeni kybernetickych bezpecnostnich rizik;

g zdkladni postupy kybernetické hygieny a Skoleni v oblasti kybernetické bezpecnosti;

h) politiky a postupy tykajici se pouzivani kryptografie a piipadné Sifrovini;

i) bezpecnost lidskych zdroji, postupy kontroly pfistupu a spriva aktiv;

j) v piislusnych pfipadech pouZivini vicefaktorovych autentizacnich fedeni nebo trvalych autentizacnich feeni,
zabezpecené hlasové, obrazové a textové komunikace a zabezpecenych systémi nouzové komunikace v rimci subjektu.

2

elis consulting



E] Aktudlni minimalni obhajitelnd oc¢ekavani NUKIB v kostce

Management digitalnich identit, MFA

Zero Trust architektura pro firmu, Rizeni pFistupu, VPN, NDR
Ochrana zafizeni zaméstnanct, EDR

Monitoring, korelace a vyhodnoceni logli, XDR, Backup/recovery
Definice dodavateldl, aktiv, rizik, dokumentace sité

Interni nebo externi manazer/architekt KB

Pravidelné skoleni managementu a zaméstnancl

EEEBDENE
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E) Sluzby elis consulting

Sluzhy elis consulting

© s

Poskytovatelim sluzeb a

Diky vice nez 30 letym
zkusenostem umime pomoci Zpracujeme analyzy firmam pomahame nasimi
konzultacemi a poradenstvim ziskovosti, dodavatelskych odboprn'mi radami s
v Qborech TELCO, [T a IC-]:’ a fetézcl (hlasové a datové le islati\you tVkaiici se
to jak poskytovatel(im sluZeb, sluzby, okruhy, konektivita, TELCO 8 ICT ol Feb
takJvejlchlzakaznlkvum,‘kterl Ustredny, servicedesk, Al/ML, kvbernetické bez ecv:nolsti &
pozaduiji tyto sluzby jako relevance informaci na 3,/\“52 realizujempe kurzy a
vasem webu atd. Skoleni zaméstnanc

soucast dodavky celého
telekomunikacniho reseni.

Legislativa a NIS2, Kurzy

Analyzy a tendry, Al

Konzultace a poradenstvi

TELCO/IT/ICT

2
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elis
consulting
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Dekuji za pozornost



http://www.elisconsulting.cz/
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